3GPP TSG SA WG3 (Security) Meeting #86
S3-170361
6-10 February 2017 Sophia Antipolis (France)
revision of S3-170091
Source:
KPN
Title:
Removal of Editor’s Notes from Key Issue #1.4: User plane confidentiality between UE and network, clause 5.1.3.4
Document for:
Agreement
Agenda Item:
8.4.1
Work Item / Release:
FS_NSA / Rel-14
Abstract of the contribution:This contribution resolves the Editor’s Notes from clause 5.1.3.4 based on what is presented in companion contribution S3-170090
1. Introduction
In companion contribution S3-170090 we presented a discussion on KI 1.4. In this contribution we build on this KI to remove the ENs from KI1.4.
2. Analysis of Editor’s Notes
The following Editor’s Notes are present in clause 5.1.3.4 (numbers added for clarity):

(1) Editor’s Note: How a MNO can know the encryption used at a higher layer is FFS.

(2) Editor’s note: It is ffs whether higher layer (transport or application layer) confidentiality protection is enough as information in lower level protocols will not be protected. 

(3) Editor's Note: It is ffs whether requirements for mandatory support of confidentiality and / or integrity of the user plane should be relaxed for special use cases to be realized in dedicated network slices.

(4) Editor’s note: It is FFS whether the Note immediately above can be adapted to include the separate Note earlier in this section saying "National regulatory requirements may not allow to disable confidentiality and/or integrity protection of the user plane on the radio interface".

We propose the following way to resolve the Editor’s Notes:

1. In principle, the MNO doesn’t know whether encryption is applied at a higher layer and doesn’t need to know that either. There are two possible exceptions, one is where a service similar to BEST is used and one where the UE has indicated so. In S3-170090, it was proposed that the UE could signal no need for UP confidentiality protection, which one could consider as an indication to the MNO that UP encryption is used at a higher layer. As such, the Editor’s Note is dealt with and can be removed. At the same time, the Note before it is modified to just say that “UP Confidentiality protection is recommended to use”. The reference to ‘higher layer’ protection is removed from that note as well.
2. The Editor’s Note asks about potential higher layer protection and therefore leaving the UP unprotected. Now that the previous Editor’s Note is resolved, this one can go too.
3. The support of UP confidentiality protection remains mandatory, the usage is optional. There is no reason to relax this issue. The Editor’s Note can therefore be removed.
4. The two notes are merged and the Editor’s Note is therefore removed.
3. Proposal

**** Beginning of change **** 

5.1.3.4
Key Issue #1.4: User plane confidentiality between UE and network

5.1.3.4.1
Key issue details

As for user plane integrity, where confidentiality of user traffic is needed, it will usually be applied at the transport or application layer anyway.  Just encrypting over the radio interface is not enough, because most services terminate either at an internet server (so need to be protected over the internet leg too) or at another device (often transiting the internet in between).  Moreover, most of the same services may alternatively run over WiFi, which may be poorly protected, so again transport or application layer security will be applied to services that need it.

However, the overhead of radio interface encryption is low.  It does not extend packets (unlike integrity protection), if stream ciphers are used; and, again if stream ciphers are used, it does not lead to bit error propagation.  And there is some residual value in radio interface encryption, since it provides an additional layer of protection over what is one of the more exposed legs of its journey.  

5.1.3.4.2
Security threats 

User traffic that is not encrypted or encrypted with weak algorithm at the transport or application layer would be somewhat more exposed to interception if it is not encrypted over the radio interface.

5.1.3.4.3
Potential security requirements

-
Confidentiality protection is mandatory to support for both UE and network endpoint and optional to use.  At least two alternative and substantially different algorithms should be supported in both devices and networks.

-
The selection of the feature and the algorithms, according to the capabilities supported by the UE, shall be under network control.
-
The 5G system shall support that the UE can signal that the UE does not require UP confidentiality protection.
NOTE: 
Confidentiality protection is recommended to be used. 




· The selection of the different security termination points shall be under network control.

NOTE: 
In all of the above, regulatory requirements need to be taken into account.

**** End of Change ****
